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Abstract

Technology scaling has led to growing concerns
about reliability in microprocessors. Currently, fault
tolerance techniques rely on explicit redundant exe-
cution for fault detection or recovery which incurs
significant performance, power, or hardware over-
head. This paper makes the observation that value
predictability is a low-cost (albeit imperfect) form of
program redundancy that can be exploited for fault
tolerance. We propose to use the output of a value
predictor to check the correctness of predicted in-
structions, and to treat any mismatch as an indi-
cator that a fault has potentially occurred. On a
mismatch, we trigger recovery using the same hard-
ware mechanisms provided for mispeculation recov-
ery. To reduce false positives that occur due to value
mispredictions, we limit the number of instructions
that are checked in two ways. First, we character-
ize fault vulnerability at the instruction level, and
only apply value prediction to instructions that are
highly susceptible to faults. Second, we use confi-
dence estimation to quantify the predictability of in-
struction results, and apply value prediction accord-
ingly. In particular, results from instructions with
higher fault vulnerability are predicted even if they
exhibit lower confidence, while results from instruc-
tions with lower fault vulnerability are predicted only
if they exhibit higher confidence. Our experimental
results show such selective prediction significantly
improves reliability without incurring large perfor-
mance degradation.

1 Introduction

Soft errors are intermittent faults caused by cos-
mic particle strikes and radiation from packaging
materials. They do not cause permanent damage,
but still corrupt normal program execution. Tech-
nology scaling combined with lower supply voltages
make systems more vulnerable to soft errors. Hence,

soft errors have become an increasingly important
design consideration with each successive generation
of CPUs.

To enhance system reliability, existing techniques
typically introduce redundant execution–by taking
either a hardware or software approach–to detect or
recover from faults. On the hardware side, error-
detection circuitry (ECC or parity bits) can be
added to storage structures. Other hardware tech-
niques utilize additional structures such as extra
processor cores, hardware contexts, or functional
units [1, 2, 3, 4, 5] to execute redundantly in or-
der to compare results and detect faults. In con-
trast to hardware techniques, software-based tech-
niques rely on the compiler to duplicate program
code [6, 7, 8]. This software redundancy also per-
mits comparison of results at runtime, but with-
out any additional hardware cost. While differ-
ing in implementation, both hardware and software
approaches create explicit redundancy to provide
fault tolerance which incurs significant performance,
power, or hardware overhead.

Prior studies have shown that program execu-
tion itself contains a high degree of redundancy–
i.e., instruction and data streams exhibit repeata-
bility. One example of exploiting such inherent re-
dundancy is value prediction which predicts instruc-
tion results through observation of past values. By
predicting values before they are executed, data de-
pendency chains can be broken, permitting higher
performance. Unfortunately, value prediction has
had limited success in commercial CPUs due to its
relatively low prediction accuracy and high mispre-
diction penalty, the latter becoming increasingly se-
vere with deeper processor pipelines.

In this work, we employ value prediction to im-
prove system reliability. Compared to explicit re-
dundant execution techniques, the advantage of
value prediction is it exploits programs’ inherent
redundancy, thus avoiding the cost of explicitly du-
plicating hardware or program code as well as the



associated area, power, and performance overheads.
Although a value predictor itself incurs some addi-
tional hardware, we find a relatively small predictor
can effectively detect faults; hence, our approach
incurs less hardware than traditional explicit dupli-
cation techniques.

In addition to exploiting inherent program redun-
dancy, another advantage of our approach is it is
less sensitive to the negative effects of mispredic-
tion. Mispredictions are always undesirable from
the standpoint of performance since they require
flushing the pipeline. Because traditional uses of
value prediction are focused on improving perfor-
mance, such flushes undermine their bottom line.
However, in the context of fault detection/recovery,
flushes can be desirable because they reduce the
time that program instructions (particularly those
that are stalled) spend in the pipeline, thus improv-
ing architectural vulnerability. Rather than always
being undesirable, for our technique, mispredictions
represent a tradeoff between performance and re-
liability. Lastly, compared to traditional uses of
value prediction, our technique does not require as
fast value predictors. For performance-driven tech-
niques, value predictions are needed early in the
pipeline. In contrast, for fault detection/recovery,
value predictions can be delayed until the writeback
stage, where value checking occurs.

To maximize the efficacy of our technique, we fo-
cus value prediction only on those instructions that
receive the greatest benefit. In particular, we char-
acterize fault vulnerability at the instruction level,
and apply value prediction only to those instruc-
tions that are most susceptible to faults.1 An in-
struction’s fault vulnerability in a specific hardware
structure is quantified by measuring the fraction of
the structure’s total AVF (Architectural Vulnerabil-
ity Factor) that the instruction accounts for. Our
results show a small portion of instructions account
for a large fraction of system vulnerability. For ex-
ample, for the fetch buffer in our processor model,
about 3.5% of all instructions are responsible for
53.9% of the fetch buffer’s total AVF in the TWOLF
benchmark. This suggests that selectively protect-
ing a small number of instructions can greatly en-
hance the overall reliability. Because we apply value
prediction only on a small number of instructions,
the potential performance loss due to mispredictions

1Identifying the most vulnerable instructions occurs late

in the pipeline. Thus for implementation with more advanced

but slower value predictor, all result-producing instructions

are eligible for prediction once they enter the pipeline, but

only those that are later identified as the most susceptible to

faults will have their results checked and update the predic-

tor.

is also quite small.
To further reduce the impact of mispredictions,

we use an adaptive confidence estimation technique
to assess the predictability of instructions, and ap-
ply prediction accordingly. Our approach is adap-
tive because it applies prediction more or less ag-
gressively depending on each instruction’s fault vul-
nerability (which can be quantified through its la-
tency). Instructions with high fault vulnerability
are predicted even if they exhibit low confidence,
while instructions with low fault vulnerability are
predicted only if they exhibit high confidence. Our
results show that this technique achieves significant
improvements in reliability without sacrificing much
on performance.

The rest of the paper is organized as follows. Sec-
tion 2 introduces how we apply value prediction for
fault detection. We mainly discuss our study on
characterizing instructions’ vulnerability to faults,
as well as our methods for selecting instructions for
fault protection. Then, Section 3 describes our ex-
perimental methodology, and reports on the relia-
bility and performance results we achieve. Finally,
Section 4 presents related work, and Section 5 con-
cludes the paper.

2 Reducing Error Rate with Value

Prediction

This section describes how value prediction can
be used to reduce error rate. First, Section 2.1
discusses how we use value predictors to check in-
struction results. Then, Section 2.2 briefly describes
fault recovery. Finally, Section 2.3 quantifies in-
structions’ vulnerability to faults, and proposes se-
lectively predicting instructions to mitigate perfor-
mance loss.

2.1 Predictor-Based Fault Detection

To identify potential faults, we use a value pre-
dictor to predict instruction outputs. We employ
a hybrid predictor composed of one stride predic-
tor and one context predictor [9]. Prediction from
the context predictor is attempted first. If the con-
text predictor cannot make a prediction (see Sec-
tion 3.1), then the stride predictor is used instead
to produce a result. After a prediction is made,
the result is compared with the actual computation
result. The comparison is performed during the in-
struction’s writeback stage, so the predictor’s out-
put is not needed until late in the pipeline. Since
prediction can be initiated as soon as the instruction
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is fetched, there is significant time for the predictor
to make its prediction, as mentioned in Section 1.

During each predictor comparison, the prediction
and actual instruction result will either match or
differ. If they match, two interpretations are possi-
ble. First, the predictor predicted the correct value.
In this case, no fault occurred since the instruction
also produced the same correct value. Second, the
predictor predicted the wrong value, but a fault oc-
curred such that the instruction produced the same
wrong value. This case is highly unlikely, and for all
practical purposes, will never happen. Hence, on a
match, we assume no fault has occurred, and thus,
no additional action is required.

Another possibility is the prediction and actual
instruction result differ. Again, two interpretations
are possible. First, the predictor predicted the cor-
rect value. In this case, a fault has occurred since
the instruction produced a different value. Second,
the predictor predicted the wrong value, and the in-
struction either produced a correct or wrong value
(again, we assume a misprediction and incorrect re-
sult will never match). Unfortunately, there is no
way to tell which of these has occurred, so at best
on a mismatch, we can only assume that there is
the potential for a fault. We always assume con-
servatively that a fault has occurred, and initiate
recovery by squashing the pipeline and re-executing
the squashed instructions in the hopes of correcting
the fault. During re-execution, if the instruction
produces the same result, then with high probabil-
ity the original instruction did not incur a fault.2 If
no fault occurred (the most likely case), the pipeline
flush was unnecessary, and performance is degraded.
(However, as we will see in Section 2.2, such “un-
necessary” flushes can actually improve reliability
in many cases).

To mitigate the performance degradation caused
by false positives, we use confidence estimation. In
particular, we employ the confidence estimator de-
scribed in [10]. We associate a saturating counter
with each entry in the value predictor table. A pre-
diction is made only when the corresponding satu-
rating counter is equal to or above a certain thresh-
old. If the prediction turns out to be correct (the
match case), the saturating counter is incremented
by some value. If the prediction turns out to be
incorrect (the mismatch case in which the original
and re-executed results are the same), the saturat-

2The comparison of a re-executed result with the origi-

nally executed result is not necessary on-line for our tech-

nique to work properly. In fact, our technique never knows

whether a mismatch was caused by a misprediction or an

actual fault. The main issue with re-execution is predictor

updates, which is discussed in Section 3.1.

ing counter is decremented by some value. Given
confidence estimation, we can tradeoff the number
of false positives with the number of predicted in-
structions (and hence, the fault coverage) by vary-
ing the confidence threshold. Section 3 will discuss
how we select confidence thresholds.

2.2 Fault Recovery

When an instruction’s prediction differs from its
computed value, it is possible a fault occurred be-
fore or during the instruction’s execution. To re-
cover from the fault, it is necessary to roll back the
computation prior to the fault, and re-execute. In
our work, we perform roll back simply by flushing
from the pipeline the instruction with the mismatch
as well as all subsequent instructions. Then, we re-
fetch and re-execute from the flush point. (A similar
mechanism for branch misprediction recovery can be
used for our technique).

Notice, our simple approach can only recover
faults that attack predicted instructions, or instruc-
tions that are downstream from a mispredicted in-
struction (which would flush not only the mispre-
dicted instruction, but also all subsequent instruc-
tions). If a fault attacks a non-predicted instruction
that is not flushed by an earlier mispredicted in-
struction, then even if the fault propagates to a pre-
dicted instruction later on, recovery would not roll
back the computation early enough to re-execute
the faulty instruction. However, even with this lim-
itation, we find our technique is still quite effective.

Because soft errors are rare, most recoveries are
triggered by the mispredictions of the value predic-
tor. As mentioned in Section 2.1, such false posi-
tives can degrade performance. However, they can
also improve reliability. Often times, re-executed
instructions run faster than the original instruc-
tions that were flushed (the flushed instructions can
prefetch data from memory or train the branch pre-
dictor on behalf of the re-executed instructions). As
a result, the re-executed instructions occupy the in-
struction queues for a shorter amount of time, re-
ducing their vulnerability to soft errors compared to
the original instructions. This effect is particularly
pronounced for instructions that stall for long peri-
ods of time due to cache misses. Hence, while false
positives due to mispredictions can degrade perfor-
mance, this degradation often provides a reliability
benefit in return. The next section describes how
we can best exploit this tradeoff.
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2.3 Instruction Vulnerability

In order to reduce the chance of mispredictions
and unnecessary squashes, we not only apply confi-
dence estimation (as described in Section 2.1), but
we also limit value prediction to those instructions
that contribute the most to overall program reli-
ability. This section describes how we assess the
reliability impact of different instructions.

Recently, many computer architects have used
Architectural Vulnerability Factor (AVF) to rea-
son about hardware reliability [11]. AVF captures
the probability that a transient fault in a processor
structure will result in a visible error at a program’s
final outputs. It provides a quantitative way to es-
timate the architectural effect of fault derating. To
compute AVF, bits in a hardware structure are clas-
sified as critical for architecturally correct execution
(ACE bits), or not critical for architecturally cor-
rect execution (un-ACE bits). Only errors in ACE
bits can result in erroneous outputs. A hardware
structure’s AVF is the percentage of ACE bits that
occupy the hardware structure on average.

To identify ACE bits, instructions themselves
must first be distinguished as ACE or un-ACE. We
make the key observation that not all ACE instruc-
tions contribute equally to system reliability. In-
stead, each ACE instruction’s occupancy in hard-
ware structures determines its reliability contribu-
tion. As observed by Weaver et al. [12], the longer
instructions spend in the pipeline, the more they
are exposed to particle strikes, and hence, the more
susceptible they become to soft errors. Weaver et
al. proposed squashing instructions that incur long
delays (e.g., L2 cache misses) to minimize the occu-
pancy of ACE instructions. We extend this idea
by quantifying fault vulnerability at the instruc-
tion level, and selectively protecting the instructions
that are most susceptible to faults.
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Figure 1. Accumulative Percentage of AVF and
Instruction Count in Fetch Buffer on TWOLF.

Our approach is particularly effective because we
find a very small number of instructions account for
a majority of the AVF in hardware structures. Fig-
ure 1 illustrates this for the processor’s fetch buffer
when executing TWOLF, a SPEC2000 benchmark.
In Figure 1, the top curve plots the cumulative frac-
tion of overall AVF (y-axis) incurred by instructions
that occupy the fetch buffer for different latencies
(x-axis) sorted from highest latency to lowest la-
tency. The bottom curve plots the cumulative frac-
tion of dynamic instructions (y-axis) that experi-
ence the given latencies. In total, there are 1,944
static instructions that have been simulated. As
Figure 1 shows (the two datapoints marked on the
left of the graph), 53.9% of the fetch buffer’s AVF is
incurred in 3.5% of all dynamic instructions. These
instructions have large latencies–300 cycles or more.
As indicated by the other two datapoints marked
on the right side of the graph, the majority of in-
structions (about 91.8%) exhibit a latency smaller
than 40 cycles, and account for a relatively small
portion of the overall AVF (about 28.4%). We find
similar behavior occurs for the other benchmarks
as well as for the other hardware structures. Such
results show that using our value predictor to tar-
get a small number of instructions–those with very
large latencies–is sufficient to provide the majority
of fault protection. This is good news since it will
minimize the performance impact of mispredictions.

In our study, we find that even though an in-
struction may stall for a long time in one hardware
structure, it may not stall for very long in other
structures. In other words, a single instruction can
contribute differently to different structures’ vulner-
ability. Thus, an important question is how can we
select the smallest group of instructions that will
provide the largest benefit to reliability? In our
work, we measure the latency an instruction incurs
from the fetch stage to the issue stage, and use this
to determine each instructions’ contribution to re-
liability, applying value prediction only to those in-
structions that meet some minimum latency thresh-
old. Because our approach accounts for “front-end”
pipeline latency, we directly quantify the occupancy
of instructions in the fetch and issue queues, and
hence, are able to identify the instructions that con-
tribute the most to reliability in these 2 hardware
structures. This is appropriate for our work since
later on (in Section 3) we study our technique’s im-
pact on both fetch and issue queue reliability (we
also study the impact on the physical register file’s
reliability, though our latency metric does not di-
rectly quantify result occupancy in this structure).
If improving reliability in other hardware structures
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Processor Parameters
Bandwidth 8-Fetch, 8-Issue, 8-Commit
Queue size 64-IFQ, 40-Int IQ, 30-FP IQ, 128-LSQ

Rename reg/ROB 128-Int, 128-FP / 256 entry
Functional unit 8-Int Add, 4-Int Mul/Div, 4-Mem Port

4-FP Add, 2-FP Mul/Div

Branch Predictor Parameters
Branch predictor Hybrid

8192-entry gshare/2048-entry Bimod
Meta table 8192 entries
BTB/RAS 2048 4-way / 64

Memory Parameters
IL1 config 64kbyte, 64byte block, 2 way, 1 cycle lat
DL1 config 64kbyte, 64byte block, 2 way, 1 cycle lat
UL2 config 1Mbyte, 64byte block, 4 way, 20 cycle lat
Mem config 300 cycle first chunk, 6 cycle inter chunk

Hybrid Value Predictor Parameters
VHT size 1024

value history depth 4
PHT size 1024

PHT counter thresh 3

Table 1. Parameter settings for the detailed ar-
chitectural model used in our experiments.

is desired, it may be necessary to use a different la-
tency metric. This is an important direction for
future work.

3 Experimental Evaluation

In Section 2, we showed a small number of in-
structions account for a large portion of hardware
vulnerability. We also qualitatively analyzed the
impact of pipeline flushes: flushing degrades per-
formance, but in some cases may improve program
reliability. We consider both findings in our design,
and use insights from both to drive confidence esti-
mation (which ultimately determines which instruc-
tions will be predicted).

This section studies these issues in detail. First,
we present the simulator and benchmarks used
throughout our experiments (Section 3.1). Then, we
present our experiments on applying value predic-
tion without confidence estimation. (Section 3.2).
The goal of these experiments is to show that we
can limit performance degradation by focusing the
value predictor on the portion of instructions that
impact system reliability the most. Finally, we add
confidence estimation, and show the improvements
this can provide (Section 3.3).

3.1 Simulator and Benchmarks

Throughout our experiments, we use a modified
version of the out-of-order processor model from
Simplescalar 3.0 for the PISA instruction set [13],
configured with the simulator settings listed in Ta-
ble 1. Our simulator models an out-of-order pipeline

consisting of fetch, dispatch, issue, execute, write-
back, and commit pipeline stages. Compared to the
original, our modified simulator models rename reg-
isters and issue queues separately from the Register
Update Unit (RUU). We also model a hybrid value
predictor that includes a single stride predictor and
a single context predictor, as described in [9]. The
value predictor configuration is shown in Table 1.

Our stride predictor contains a Value History Ta-
ble (VHT). For each executed instruction, the VHT
maintains a last-value field (which stores the in-
struction’s last produced value) and a stride field.
When a new instance of the instruction is executed,
the difference between the new value and the last-
value field is written into the stride field, and the
new value itself is written into the last-value field.
If the same stride value is computed twice in a row,
the predictor predicts the instruction’s next value
as the sum of the last-value and stride fields. When
a computed stride differs from the previously com-
puted stride, the predictor stops making predictions
until the stride repeats again.

Our context predictor is a 2-level value predic-
tor consisting of a VHT and a Pattern History Ta-
ble (PHT). For each executed instruction, the VHT
maintains the last history-depth number of unique
outcomes produced by the instruction (we employ a
history depth = 4). In addition, the VHT also main-
tains a bit field that encodes the pattern in which
these outcomes occurred during the last pattern-
length dynamic instances of the instruction (we em-
ploy a pattern length = 4). During prediction, the
instruction’s bit field is used to index the PHT.
Each PHT entry contains several frequency coun-
ters, one for each instruction outcome in the VHT.
The counter with the highest count indicates the
most frequent successor value given the instruction’s
current value pattern. If this maximum count is
above some threshold (we employ a threshold = 3),
then the corresponding outcome is predicted for the
instruction; otherwise, no prediction is made. Af-
ter an instruction executes and its actual outcome
is known, the corresponding PHT entry counter is
incremented by 3 while the other counters from the
same PHT entry are decremented by 1. Lastly, the
corresponding bit field in the VHT is updated to
reflect the instruction’s new outcome pattern.

For some of our experiments (e.g., Section 3.3),
we employ confidence estimation along with value
prediction. As discussed in Section 2.1, we use the
confidence estimator described in [10] which asso-
ciates a 4-bit saturating counter with each PHT en-
try. Update to all predictor structures (stride, con-
text, and confidence estimator) only occurs on pre-
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dicted instructions. In our technique, many instruc-
tions are not predicted because their latencies are
short, making them less important to overall relia-
bility. These non-predicted instructions do not up-
date the predictor structures. During re-execution
after a misprediction, the CPU will likely re-execute
the mispredicted instruction, and the predictor may
predict again.3 In this case, the predictor is very
likely to generate a correct prediction due to train-
ing from the misprediction. In any case, we still
update the predictor after the prediction (i.e., pre-
dictor updates do not distinguish between the first
execution of some instruction and its re-execution
after a misprediction).

In terms of timing, our simulator assumes the
stride and context predictors can always produce
a prediction by each instruction’s writeback stage.
We believe this is reasonable given the small size
of our predictor structures in Table 1. In particu-
lar, our predictors are either smaller than or equal
to the value predictors found in the existing lit-
erature for performance enhancement [10, 14, 9].
Since our technique is not as timing critical (con-
ventional value predictors must make predictions
by the issue stage), we believe there will not be
any timing-related problems–both in terms of la-
tency and bandwidth–when integrating our predic-
tors into existing CPU pipelines. On a mispredic-
tion, our simulator faithfully models the timing of
the subsequent pipeline flush as well as the cycles
needed to re-fetch and re-execute the flushed in-
structions. Our simulator also assumes a 3-cycle
penalty from when a misprediction is detected un-
til the first re-fetched instruction can enter the
pipeline.

Table 2 lists all the benchmarks used in our ex-
periments. In total, we employ 9 programs from
the SPEC2000 benchmark suite. All of our bench-
marks are from the integer portion of the suite; we
did not study floating-point benchmarks since our
value predictors only predict integer outcomes. In
Table 2, the column labeled “Input” specifies the in-
put dataset used for each benchmark, and the col-
umn labeled “Instr Count” reports the number of
instructions executed by each benchmark. The last
column, labeled “IPC,” reports each benchmark’s
average IPC without value prediction. The latter
represents baseline performance from which the IPC
impact of our technique is computed.

Finally, throughout our experiments, we report

3With confidence estimation, this will not happen because

the original misprediction would lower the confidence value

for the re-executed instruction enough to suppress prediction

the second time around. But without confidence estimation,

prediction during re-execution can happen.

Benchmark Input Instr Count IPC

300.twolf ref 109546670 0.79

176.gcc 166.i 240000000 1.42

254.gap train.in 411061781 1.65

164.gzip input.compressed 192015257 2.06

256.bzip2 input.compressed 2346534735 3.20

253.perlbmk diffmail.pl 1000000000 1.57

197.parser ref.in 1404572471 1.32

181.mcf inp.in 500000000 0.13

175.vpr test 1512992144 1.87

Table 2. Benchmarks and input datasets used
in our experiments. The last two columns re-
port instructions executed and baseline IPC for
each benchmark.

both performance and reliability to investigate their
tradeoff. In particular, we measure IPC for perfor-
mance and AVF for reliability. We analyze relia-
bility for three hardware structures only–the fetch
queue, issue queue, and physical register file. Since
we use value prediction to perform fault checking
on architectural state at writeback, we can detect
faults that attack most hardware structures in the
CPU, including functional units, the reorder buffer,
etc. But our results do not quantify the added pro-
tection afforded to structures outside of the three we
analyze. Furthermore, we do not analyze reliability
for the value predictors themselves. Predictors do
not contain ACE bits; however, soft errors that at-
tack the value predictors could cause additional mis-
predictions and flushes that can impact both per-
formance and reliability. Again, our results do not
quantify these effects. Lastly, our technique incurs
additional power consumption in the value predic-
tor tables. Since we do not model power, our results
do not quantify these effects. However, we believe
the power impact will be small given the small size
of our predictors. Furthermore, given their relaxed
timing requirements, there is room for voltage scal-
ing optimizations to minimize the power impact.

3.2 Value Prediction Experiments

We first present our experiments on applying
value prediction without confidence estimation. We
evaluate the impact on both reliability and perfor-
mance when predicting all or a portion of the result-
producing instructions. We call these full and selec-
tive prediction, respectively. For selective predic-
tion, we predict instructions based on their latency
measured from the fetch stage to the issue stage.
Since we do not know if an instruction should be
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predicted when we fetch it, we initiate prediction
for all result-producing instructions upon fetch, but
only perform fault checking and predictor updates
for those instructions that meet the latency thresh-
olds when they arrive at the writeback stage.
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dicted, correctly predicted, and mispredicted
instructions across different latency ranges
over all 9 spec2000 integer benchmarks.

Figure 2 reports the number of result-producing
instructions, first across all instructions (labeled
“total”) and then for different latency ranges, as a
fraction of all executed instructions. The figure also
reports the fraction of instructions from each cate-
gory (“total” and the different latency ranges) that
are predicted, predicted correctly, and mispredicted.
(Note, the fraction of predicted instructions–and
hence, the sum of the fraction of correctly pre-
dicted and mispredicted instructions–is not 1.0 be-
cause the predictor is unable to make predictions
for some instructions, as described in Section 3.1).
Every datapoint in Figure 2 represents an average
across all the benchmarks listed in Table 2. Fig-
ure 2 shows result-producing instructions account
for 81.4% of all instructions. In particular, instruc-
tions with a latency less than 5 cycles (from fetch
to issue) account for 32.1% of all instructions, or
41.4% of result-producing instructions. Moreover,
these short-latency instructions exhibit relatively
good prediction rates–63.7% on average. In con-
trast, instructions with greater than 5-cycle latency
have slightly lower prediction rates–around 40% to
50%. However, given that long-latency instructions
contribute the most to fault vulnerability, it is still
worthwhile to check their values via prediction.

As our results will show, the mispredictions in
Figure 2 (which represent false positives in our
technique) lead to performance degradation because
they initiate pipeline squashes. Table 3 reports the

number of such performance-degrading mispredic-
tions for all our benchmarks. In particular, the rows
in Table 3 numbered 1 through 4 report mispredic-
tions for the “Total,” “lat<5,” “15<=lat<20,” and
“lat>=100” datapoints, respectively, from Figure 2.
As Table 3 shows, the number of mispredictions,
and hence the amount of performance degradation,
generally reduces for selective prediction of longer
latency instructions.

Next, we study the impact of value prediction on
actual program reliability and performance. Fig-
ure 3 reports the percent AVF reduction (i.e., reli-
ability improvement) with value prediction in three
hardware structures compared to no value predic-
tion averaged across our 9 SPEC2000 integer bench-
marks. In particular, the curves labeled “issue
queue,” “fetch buffer,” and “physical register file”
report the AVF reductions for the issue queue, fetch
buffer, and physical register file, respectively. Also,
the datapoints labeled “pred all” report the AVF re-
duction assuming full prediction, while the remain-
ing datapoints report the AVF reduction with selec-
tive prediction based on instruction latency (e.g.,
“pred lat ≥ 15” performs prediction only for in-
structions with at least 15-cycle latency between the
fetch and issue stages).

Figure 3 shows prediction-based fault protection
can be very effective at improving reliability (i.e.,
reducing AVF). The AVF for the fetch queue, is-
sue queue, and register file is reduced by as much
as 96.0%, 89.8%, and 59.0%, respectively (under
full prediction) compared to no prediction. This is
due to both correct and incorrect predictions. On
a correct prediction, the value of the predicted in-
struction is checked, so the instruction is no longer
vulnerable, and hence, does not contribute to the
AVF of the structures it occupies. On a mispre-
diction, the pipeline is flushed. As discussed in
Section 2.2, re-execution after flushing is typically
faster than the original execution, thus reducing
the occupancy of ACE instructions in the hardware
structures. Both combine to provide the AVF im-
provements shown in Figure 3.

Unfortunately, these reliability improvements
come at the expense of performance. In Figure 3,
the curve labeled “IPC” reports the percent IPC
reduction (i.e., performance degradation) for the
same experiments. This curve shows IPC can de-
grade significantly due to the penalty incurred by
mispredictions, particularly when a large number of
instructions are predicted. Under full prediction,
IPC reduces by 55.1% compared to no prediction.
But the performance impact lessens as fewer in-
structions are predicted (moving towards the right
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twolf gcc gap gzip bzip2 perl parser mcf vpr

1. 12283990 32105002 43971177 6637540 70107090 69058496 130089349 21126931 240467394

2. 4323690 18770890 20481573 1973416 12948479 24132481 53091620 8499490 98006932

3. 717996 430799 4417390 100555 21505023 9639124 1611219 353809 12920875

4. 986816 96830 996890 382 3960326 2124938 2446684 7411123 74132

Table 3. Number of mispredictions for the 1. “Total,” 2. “lat <5,” 3. “15 <=lat<20,” and 4. “lat >=100”
datapoints from Figure 2 for all our benchmarks.
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Figure 3. Percent AVF reduction in 3 hardware
structures averaged across 9 SPEC2000 inte-
ger benchmarks by applying value prediction
to instructions with varying latencies. The
curve labeled “IPC” reports the percent IPC re-
duction for the same. All reductions are com-
puted relative to no value prediction.

side of Figure 3). For example, when only predict-
ing instructions with latency greater than or equal
to 30 cycles, the performance impact is less than
3.8%. Of course, reliability improvement is not as
great when predicting fewer instructions. But it can
still be significant–we achieve a 74.9%, 39.2%, and
9.3% reduction in AVF for the fetch queue, issue
queue, and register file, respectively at ≥ 30-cycle
latency.

In general, Figure 3 shows there exists a trade-
off between reliability and performance. The more
instructions we predict, the larger the improvement
in reliability, but also the larger the degradation
in performance. We find a good strategy is to fo-
cus the value predictor on long-latency instructions
(e.g., instructions with ≥ 30-cycle latency). This
is because the longer the instruction latency, the
smaller the impact mispredictions will have on per-
formance. Furthermore, the longer the instruction
latency, the more critical the instructions are from
a reliability standpoint.

3.3 Confidence Estimation

Confidence estimation can be used to reduce the
number of performance-degrading mispredictions.
To investigate the potential benefits of this ap-
proach, we added a confidence estimator to our
value predictor. Figure 4 reports the fraction of
predicted, correctly predicted, and mispredicted in-
structions for all instructions, labeled “total,” and
for instructions with different latency ranges. (The
format for Figure 4 is almost identical to Figure 2,
except there is no “Result-Producing Instructions”
curve since it would be the same). Compared to no
confidence estimation, our value predictor achieves
fewer correct predictions with confidence estima-
tion. The reduction ranges between 10% and 15%.
This is because the confidence estimator prevents
predicting the less predictable instructions. As a re-
sult, the fraction of mispredicted instructions goes
down to almost 0 across all latency ranges. As Fig-
ure 4 shows, our confidence estimator is quite effec-
tive at reducing mispredictions with only a modest
dip in the number of correct predictions.
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Figure 4. Fraction of predicted, correctly pre-
dicted, and mispredicted instructions–with
confidence estimation–across different latency
ranges over all 9 spec2000 integer bench-
marks.

Table 4 reports the actual number of mispredic-
tions with confidence estimation for all our bench-
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marks. (The format for Table 4 is identical to the
format used in Table 3). Compared to Table 3, Ta-
ble 4 shows the number of mispredictions with con-
fidence estimation is indeed dramatically reduced
relative to no confidence estimation.
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Figure 5. Percent AVF reduction in 3 hardware
structures averaged across 9 SPEC2000 inte-
ger benchmarks by applying value prediction
and confidence estimation to instructions with
varying latencies. The curve labeled “IPC” re-
ports the percent IPC reduction for the same.
All reductions are computed relative to no
value prediction.

Figure 5 shows the impact of confidence estima-
tion on the AVF of our three hardware structures,
as well as on IPC. (This figure uses the exact same
format as Figure 3). In Figure 5, we see IPC never
degrades more than 4% compared to no prediction,
even when performing full prediction. These re-
sults show confidence estimation is indeed effective
at mitigating performance degradation. Unfortu-
nately, with confidence estimation, the reliability
improvement is not as significant as before. In par-
ticular, under full prediction, the AVF for the fetch
queue, issue queue, and register file is reduced by at
most 49.3%, 29.0%, and 29.0%, respectively; under
selective prediction with baseline latency of 30 cy-
cles, the AVF for the fetch queue, issue queue, and
register file is reduced by about 23.6%, 10.3%, and
4.6%, respectively. The lower reliability improve-
ments compared to Figure 3 are due to the fact that
confidence estimation suppresses prediction of many
instructions, reducing the coverage achieved by the
value predictor.

Thus far, we have applied confidence estimation
uniformly across all instructions–i.e., we use a sin-
gle confidence threshold to determine whether any
particular instruction should be predicted or not.
However, predicting all instructions using a uniform
confidence level may not be the best policy since

instructions do not contribute equally to reliabil-
ity nor to performance impact. In particular, for
longer latency instructions which contribute more to
overall reliability and incur less performance degra-
dation during mispredictions, it may be better to
perform value prediction more aggressively. Con-
versely, for shorter latency instructions which con-
tribute less to overall reliability and incur more per-
formance degradation during mispredictions, it may
be better to perform value prediction less aggres-
sively. This suggests an adaptive confidence estima-
tion technique has the potential to more effectively
tradeoff reliability and performance.

We modify our confidence estimation scheme to
adapt the confidence threshold based on each in-
struction’s latency. In particular, we employ three
different threshold levels, similar to what is pro-
posed in [10]. (The thresholds for low, medium,
and high confidence are 3, 7, and 15, respectively
for a saturating value of 15). We use the lowest
confidence threshold for instructions that incur a
latency equal to or larger than 4 times the baseline
latency; we use the medium confidence threshold for
instructions that incur a latency equal to or larger
than 2 times the baseline latency but smaller than
4 times the baseline latency; and we use the high-
est confidence threshold for instructions that incur a
latency equal to or larger than the baseline latency
but smaller than 2 times the baseline latency. Here,
the baseline latency is the minimum instruction la-
tency that is considered for prediction as given by
latency-based selective prediction. (For example, if
we only predict instructions with latency 5 cycles
or larger, then the low, medium, and high thresh-
olds are applied to instructions with latency in the
ranges ≥ 20 cycles, 10-19 cycles, and 5-9 cycles, re-
spectively).

Figure 6 shows the impact of adaptive confidence
estimation on the AVF of our three hardware struc-
tures, as well as on IPC. (This figure uses the exact
same format as Figures 3 and 5). As suggested by
the above discussion, in these experiments we com-
bine latency-based selective prediction with adap-
tive confidence estimation. In other words, we only
consider for prediction those instructions that meet
the latency threshold given along the X-axis of Fig-
ure 6, and for a given candidate instruction, we only
predict it if its saturating counter meets the corre-
sponding confidence threshold for its latency. As
Figure 6 shows, adaptive confidence estimation in-
curs a relatively small performance degradation sim-
ilar to the baseline confidence estimation technique
shown in Figure 5. A particularly small perfor-
mance degradation, about 5.4%, is achieved when
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twolf gcc gap gzip bzip2 perl parser mcf vpr

1. 861000 840153 2206916 328586 12479900 4512412 7806876 2712208 800670

2. 219590 545557 1036604 176886 2786259 1498557 4007555 691834 637547

3. 145622 10486 78163 4943 6583023 720734 172598 18595 14652

4. 82034 2158 10958 5 46766 388546 129277 1620071 263

Table 4. Number of mispredictions for the 1. “Total,” 2. “lat <5,” 3. “15 <=lat<20,” and 4. “lat >=100”
datapoints from Figure 4 for all our benchmarks.
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Figure 6. Percent AVF reduction in 3 hard-
ware structures averaged across 9 SPEC2000
integer benchmarks by applying value pre-
diction and adaptive confidence estimation
to instructions with varying latencies. Con-
fidence threshold used for each prediction
(high, medium or low) varies according to the
instruction’s latency. The curve labeled “IPC”
reports the percent IPC reduction for the same.
All reductions are computed relative to no
value prediction.

limiting prediction to instructions with a latency of
at least 8 cycles or larger. However, adaptive con-
fidence estimation achieves a much better reliabil-
ity improvement (AVF reduction) than the baseline
confidence estimation, and approaches the reliabil-
ity improvement achieved by value prediction with-
out confidence estimation shown in Figure 3. For
example, under selective prediction with baseline
latency of 30 cycles, the AVF for the fetch queue,
issue queue, and register file is reduced by about
63.3%, 28.3%, and 8.1%, respectively, while the
performance is only degraded about 1.3%. Thus,
by more aggressively predicting only the longer la-
tency instructions, adaptive confidence estimation
can cover the most critical instructions for reliabil-
ity without sacrificing too much on performance.

4 Related Work

This work is related to several areas of research in
fault tolerance. The first area includes studies which
exploit explicit redundancy–by duplicating program
execution either in hardware [1, 2, 3, 4, 5] or soft-
ware [6, 7, 8]–to detect or recover from faults. In
contrast, we study value prediction to explore the
redundancy inherent in programs. Our technique
avoids the overhead from explicitly duplicating com-
putation for fault detection. However, value predic-
tion cannot achieve 100% correctness, thus it can-
not ensure failure-free execution while explicit du-
plication can. Our goal is to reduce the fault rate
in a more cost-effective way, which is still mean-
ingful for most systems that do not require failure-
free execution. In addition, our technique considers
fault vulnerability at the instruction level which is
ignored by most existing techniques. By quanti-
fying instruction’s vulnerability, we selectively pro-
tect instructions that are most susceptible to faults,
thus reducing the impact of mispredictions while
still maintaining acceptable reliability.

In the area of exploiting inherent program redun-
dancy, the work most related to ours is [15]. Racu-
nas et al make use of value perturbation to prevent
possible faults. Their technique tries to identify the
valid value space of an instruction, which is done
by tracking the instruction’s past results. Future
outputs that are not within the recorded valid value
space are considered as potentially corrupted. Com-
pared to value perturbation, value prediction tries
to predict an instruction’s result exactly. Outputs
that are not equal to predicted values are considered
as potentially corrupted. Compared to detecting
value perturbations, value prediction can be more
precise in finding discrepancies. For example, an in-
struction’s past value space may be so big that cor-
rupted values may still fall in the valid value space,
and hence, cannot be detected.

Our technique is also related to the area of par-
tial fault protection. Recently, some studies [12, 16]
propose that traditional full-coverage fault-tolerant
techniques are only necessary for highly-reliable and

10



specialized systems, while for most other systems,
techniques which tradeoff performance and relia-
bility are more desirable. For example, Weaver
et al [12] try to reduce error rate by flushing the
pipeline on L2 misses. Gomaa et al [16] propose a
partial-redundancy technique which selectively em-
ploys redundant thread or instruction-reuse buffer
for fault detection. The triggering of their redun-
dancy technique is determined by program perfor-
mance. Compared to their work, we exploit pro-
gram’s inherent redundancy for detecting possible
faults. In addition, by characterizing instruction
vulnerability, we selectively protect the most fault-
susceptible instructions to achieve better coverage.

5 Conclusion

This paper investigates applying value prediction
for improving fault tolerance. We make the obser-
vation that value predictability is a low-cost (albeit
imperfect) form of program redundancy. To exploit
this observation, we propose to use the output of a
value predictor to check the correctness of predicted
instructions, and to treat any mismatch as an indi-
cator that a fault has potentially occurred. On a
mismatch, we trigger recovery using the same hard-
ware mechanisms provided for mispeculation recov-
ery. To reduce the misprediction rate, we charac-
terize fault vulnerability at the instruction level and
only apply value prediction to instructions that are
highly susceptible to faults (i.e., those with long la-
tency). We also employ confidence estimation, and
adapt the confidence estimator’s threshold on a per-
instruction basis tuned to the instruction’s latency.
Instructions with higher latency are predicted more
aggressively, while instructions with lower latency
are predicted less aggressively. Our results show
significant gains in reliability with very small per-
formance degradation are possible using our tech-
nique.
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